OGyvarowmumca

UHdopmaumnoHHasa 6e3onacHOCTb AeTen

HENb34

1. Bcem nogpsan coobuiaTb CBOK YacTHYO MHGOpMaumio (HacToswme
nms, damunuio, TenedoH, agpec, HOMEpP LLKOMbI, a Takke
doTorpadun CBOU, CBOEN CEMbMU N OPY3EN);

2. OTKpbIBaTb BMOXEHHble dbannbl 3NEeKTPOHHOW NOYThl, Koraa He 3Haellb
oTnpaBuTens;

3. pybuTb, NnpugmnpaTbCa, OkasbiBaTb AaBNeHne — BeCTU cebd
HEeBEXMNBO W arpeCcCUBHO;

4. He pacnopsixanca geHbramu TBOen ceMbin 6€3 paspeLlleHns cTapLunx
— Bcerga crnpawwusan poauTtenem;

5. He BcTpeyvancs ¢ MHTEPHET-3HAKOMbIMW B pearibHOWM XXN3HU —
NOCOBETYMNCA CO B3POCIIbIM, KOTOPOMY 4OBEPSiELLb.

OCTOPOXHO

1. He Bce nuwyT npasay. Yntaews o cebe Henpasay B VIHTepHeTe —
coobuim 06 aTOM CBOUM poaUTENAM UIN ONEKYHaM;

2. MNpurnawatoT nepenncebiBaTbCA, UrpaTb, 0OMeHMBaTbCA — NPOBEPD,

HeT fiM No4BOXa;

HesakoHHOe konnpoBaHune cdannos B VIHTepHeTe — BOPOBCTBO;

Bceraa pacckasbiBai B3pocrbiM 0 Npobriemax B CETU — OHKU Bceraa

MOMOTrYT;

5. Ncnonb3yn HacTponkn 6e3onacHOCTM U NPUBATHOCTU, YTOObI HE
NOTEPSATb CBOM aKKayHTbl B COLMarnbHbIX CETAX U APYrnX nopranax.

Hw

MOXHO

YBaxkan gpyrux nosis3osarerneu;

[Monb3yewbCcs UHTEPHET-UCTOYHUKOM — [ieflall CChISIKY Ha Hero;
OTKpblBan TOSMbKO T€ CCbISTKN, B KOTOPbIX YBEPEH;

Ob6palyaTbCs 3a NOMOLLBIO K B3POCIbIM — POAUTESNN, OMEKYHbI U
aAMUHUCTpaLNsA canToB Bcerga nomMoryT;

Mponan obyyeHne Ha cante « CeTeBMYOK» U NONy4Yn nacnopT
LM poBOro rpaxxgaHmHal!
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MHdopmaLmoHHas naMmsaTKa AnNA obyyalroLWwmxca AnA pa3MeLleHus Ha
odMuManbHbIX UHTEPHET-pecypcax

C kaxxagbiM rogom monoaexu B MIHTepHeTe ctaHOBUTCS Oonblue, a
LLUKOJTbHMKN OOHM N3 CaMbiX akTUBHbLIX Nonb3oBaTenen PyHeta. Mexay Tewm,



MOMMUMO OFPOMHOrO KONMYeCcTBa BO3MOXHOCTEN, IHTEPHET HECET U
npobrnembl. 3Ta NnamMaTKa AoMmKHa NnoMoyb Tebe 6e3onacHo HaxoanTbLCH B
ceTw.

KomnbromepHbie 8upychbl — 3TO PAa3HOBMAHOCTb KOMMbLIOTEPHbLIX NPOrpamm,
OTNNYNTENBHON 0COBEHHOCTLIO KOTOPOM SIBNSAETCS CMNOCOOHOCTDL K
pa3MHOXeHUI0. B oononHeHne K 3ToOMy BUPYCbl MOTYT NOBPEAUTb UMK
MNOSTHOCTbIO YHUYTOXNTb BCE dpainbl U JaHHble, MOAKOHTPOSbHbIE
nonb3oBaTento, OT UMEHM KOTOPOro Obina 3anyLleHa 3apaxeHHas
nporpamMmma, a TaKkxe NoBpeauTb UIN JaXe YHUYTOXUTb ONepaLnoHHYo
cucTemy co BceMu gpannamm B uenom. B 6onbLINHCTBE CriyyYaeB
pacnpocTpaHaTCca BUpychl Yepe3 VIHTepHeT.

MeToabl 3alunThbl OT BpEe4OHOCHbIX NMporpamMmm:

1. Vicnonb3yi COBpEMEHHbIE OnepauMOHHbIE CUCTEMBI, UMetoLLne
Cepbe3HbIN YPOBEHDb 3alLNTbl OT BPEAOHOCHbIX Nporpamm;

2. lNocToaHHO ycTaHaBnuBanm natym (LM POBbIE 3annaTkn, KOTopble
aBTOMaTUYECKM YyCTaHaBNMBAIOTCA C Lenblo 4opaboTkn nporpammebl) u
apyrne obHoOBNEeHUSA CBOEN onepaunoHHon cuctemol. CkaumBam nx
TONnbKo ¢ odumuymanbHoro canta paspabotumka OC. Ecnu cywectsyeT
PEXMM aBTOMAaTUYECKOro OBHOBIEHNS, BKIHOYM €rO;

3. Pabotan Ha cBOeM KOMMNbOTEPE MO NpaBaMu Nonb3oBaTesisi, a He
afMUHUCTpaTopa. OTO He NO3BONUT BONbLUNHCTBY BPELOHOCHbIX
nporpamMm MHCTanIMpoBaTbCA Ha TBOEM MepPCOHarIbHOM KOMMbIOTEPE;

4. Vlcnosnb3yn aHTUBMPYCHbIE NPOrpaMMHble NPOLYKTbl U3BECTHbIX

npoussoguTenemn, ¢ asTomaTmyecknm obHoBneHneM 6as;

OrpaHunyb mn3NYeCcKnn AOCTYMN K KOMMNbOTEPY ANS NOCTOPOHHUX NNLL;

. Acnonb3ymn BHeLLIHWE HOCUTENN MHOPMaLMK, Takme Kak preLuka,

ANCK unun gamn n3 VInTepHeTa, TOMbKO U3 NMPOBEPEHHbIX NCTOYHUKOB;

7. He oTkpbIiBan KOMMNbOTEPHbIE ddansbl, NOSTyYEHHbIE N3 HEHAOEXHbIX
NCTOYHUKOB. [laxe Te (pannbl, KOTOPbIE NpuUcnan TBOM 3HAaKOMbIW.
Jlydwe yTOYHM y Hero, oTnpasnan nu oH tebe umx.
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Cemu WI-FI — aTO He BMA nepefayn gaHHbIX, HE TEXHOSOMS, a BCero NnLb
bpeHa, mapka. Ewe B 1991 rogy HMagepnaHackas KomnaHus
3apeructpupoBana 6peng « WECA», yto o603Ha4ano cnosocoveTaHmne
«WirelessFidelity», koTopbIn nepeBoanTcs kak «becnpoBofHast TOHHOCTbY.

[lo Hawero BpemMeHun gowra gpyraa abbpesunartypa, KoTopas ABnseTcs
Takom e TexHonornen. 3t1o abbpesunartypa «Wi-Fi». Takoe HasBaHue 66110
[aHO C HaMEeKOM Ha cTaH4apT BbICLUMA 3BYKOBOW TEXHUKM Hi-Fi, 4TO B
nepeBode O3Ha4YaeT «BbICOKasA TOYHOCTbY.

Ha, 6ecnnaTtHbIn MHTEPHET-40CTYN B Kade, OTENsx 1 asponoprax ABNseTcs
OT/IMYHOM BO3MOXHOCTbIO Bbixoaa B VIHTepHeT. HO MHOrne akcnepThl
cumTtatoT, 4To obwenoctynHole Wi-Fi ceTn He aBnstoTcs 6e3onacHbIMK.


http://gimn-keg.ru/setevichok.htm
http://gimn-keg.ru/setevichok.htm

CoBeTbl No 6esonacHocTU npu paboTte B 06WwenocTynHbix cetax Wi-Fi:

1. He nepepaai cBO NNYHYO MH(pOpMaLmio Yepes obLenocTynHble
Wi-Fi ceTn. PaboTtada B HKX, XenaTenbHO He BBOAUTbL Naponu goctyna,
NOrMHbI N Kakne-To HOMepa;

2. Wcnonb3yin n 06HOBNAK aHTUBMPYCHbIE NporpamMmMebl U GpaHamayap.
Tem cambiM Tbl 06e3onaculb cebs OT 3akaykm BUpyca Ha TBOe
YCTPOWCTBO;

3. Mpwu ncnonbsosaHum Wi-Fi oTknoun dyHkumo «O0LWKMN AocTyn K
drannam u npuHTepam». [laHHasa yHKUMSA 3aKpbiTa Mo YMOSYaHUIo,
OLHaKO HEeKOoTOopble NoMb30BaTeNn akTUBUPYIOT ee aAnsa yaobcTtea
MCnonb3oBaHus B paboTte unun yveobe;

4. He ucnonb3yn nydnuynein Wi-Fi ana nepegaydm NUYHbIX aHHbIX,
Hanpumep, 4NA BbIXxOA4a B coumanbHble CETU UM B NTEKTPOHHYIO
nouTy;

5. Vlcnonb3yn TONbKO 3aluunuieHHoe coeamnHeHne Yyepes HTTPS, a He
HTTP, T.e. npu Habope BebG-agpeca BBOAN UMEHHO «https://»;

6. B mobunbHom TenedoHe oTknoun pyHkumo «lMNoakntoyeHme k Wi-Fi
aBTOMaTuU4eckn». He gonyckan aBTomMaTn4eckoro NoakoveHns
ycTpouncTBa k cetam Wi-Fi 6e3 TBoero cornacus.

CouuarsbHble cemMu aKTUBHO BXOAAT B HaLLy XWU3Hb, MHOIMe Nnioaun paboTatoT
1 XXMBYT TaM MOCTOSIHHO, a B Facebook yxe 3apermctpupoBaH munnuapa
YernoBeK, YTO ABMNSAETCS OOHOW CeAbMOI BCEX XUTenen nnaHeTbl. MHorne
Nonb30oBaTeny He NoOHMMAaLOT, YTO MHOPMALINS, pa3MeLLlEHHAs MU B
coumanbHbIX CeTSAX, MOXET OblTb HaAEHa M UCNONb30BaHa KEM YrofHo, B
TOM 4ucrie He 06s3aTenbHO ¢ 6naruMm HamepeHUsIMU.

OcHoBHbIe coBeThI M0 6€30NacHOCTM B cOLManbHbIX CETAX:

1. OrpaHuyb cnncok apysen. Y Tebs B Apy3bsax He AOSKHO ObiTb
CIly4YanHbIX U HE3HAKOMbIX N0Aen;

2. 3alwuuian cBOK YacTHYH XU3Hb. He ykasbiBan naponun, TenedoHsbl,
agpeca, gaTy TBOEro poXaeHus 1 Opyryt FIMYHY0 MHopMaLumio.
3NOYMbILLNEHHUKN MOTYT UCNOMb30BaTh JaXe MH(POPMaLNIO O TOM,
Kak Tbl U1 TBOW pPOAUTENN NfiaHUpyeTe NPOBECTU KaHUKYIbI;

3. 3awumwan ceo penytauuo — AepXu ee B YNCTOTe N 3agaBan cebe
BONpOC: XoTen Obl Tbl, YTOOLI Apyrne nonb3oBaTeny BUAENU, YTO Thl
3arpyxaewb? [Nogyman, npexae 4em 4To-To onybrnunkoBaTb, HanMcaTb
N 3arpy3unTb;

4. Ecnn Tbl roBOpULLb C OAbMU, KOTOPbIX HE 3HaeLlb, HE UCNOMb3yK
CBOE pearibHOEe UMS U APYrylo FINYHYI0 MHPOPMaLMIO: UMSA, MECTO
XUTenbCTBa, MeCcTo y4ebbl 1 Npoyee;

5. UN3beran pasmewieHusa dotorpaduinn B IHTepHeTe, rae Tbl M3obpaxeH
Ha MECTHOCTU, NO KOTOPOW MOXHO ONpeaenuTb TBOE
MECTOMNOMNOXEHWE;
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6. Npun pernctpauymm B counanbHON ceTn HeobXoAMMO UCNONbL3oBaTb
CNOXHble Naponu, coctosime n3 6ykB 1 LUp 1 C KOMYECTBOM
3HaKoOB HE MeHee §;

7. [Ina coumanbHOM CeTU, NOYTbI U APYrMX CanToB HEOBXOANUMO
ncnonb3oBaTh pa3Hble naponu. Toraa ecnu Tebsa B3nomatoT, TO
3MNOYMbILUSTEHHUKKM NOSyYaT LOCTYM TOMbKO K OAHOMY MECTY, a He BO
BCe cpasy.

ONEKMPOHHbIE OeHba2U — 3TO 0OYEHb YA0OHbIN cnocob nnaTexen, ogHaKo
CYLLECTBYIOT MOLLUEHHUKMN, KOTOPbIE XOTAT NONY4YNTb 3TU AeHbrn. OHU
NOSABMINCH COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO MHOMMX rocyaapcrBax
A0 CMX MOp He NponMcaHo NPo HUX B 3aKOHAaX.

B Poccuu ke oHM hyHKLMOHUPYIOT N O HUX yXKe NPOnUcaHo B 3aKOHe, rae nx
pa3nenstoT Ha HECKONbKO BUAOB — aHOHUMHbIE U HE aHOHUMHbIe. PasHuua B
TOM, YTO aHOHMMHbIE — 3TO TE, B KOTOPbIX pa3peLlaeTcs NpoBOANTb
onepauuu 6e3 ngeHTUdUKaLm Nonb3oBaTens, a B HEaHOHUMHbIX
naeHTUdUKaLnmn nonb3oBaTens ABNSeTcs 00s3aTenbHOMN.

Takxe crnenyeT pasnuyaTb 3NEKTPOHHbIE dMaTHble AeHbIN (paBHbI
rocyapCTBEeHHbIM BanoTam) 1 3reKTPOHHble HedunaTHbIe AeHbIM (HE paBHbI
rocy4apCTBEHHbIM BanoTam).

OcHoBHble coBeTbI N0 6e3onacHom pa60Te C 3J1EKTPOHHbIMWU OE€HbramMmu:

1. MpuBsixmM kK c4eTy MOBUNbHBIN TenedoH. TO caMblin YOOOHbIN K
BbICTpbIN cnOocob BOCCTAHOBUTbL AOCTYN K cyeTy. [NpuBA3aHHbIN
TenedgoH NoOMoXeT, ecnn 3abyaellb CBOW NMATEXHbINM Napofb Uniu
3angellb Ha canT C HE3HaKOMOro YyCTPOMUCTBa;

2. Wcnonb3yn ogHopasosble naponu. [locrne nepexoaa Ha YCUNeHHy
aBTopu3auuio Tebe yxe He ByaeT yrpoXkaTb OMNAaCHOCTb KpaXkun unm
nepexsaTa NaTeXxXHoro naposs;

3. Bbibepu crioxHbi naponb. NpectynHukam 6yget He NpocTo yragaTb
CITOXHbIN Naposib. HagexHble naposin — aTo naposin, KoTopble
cogepXaT He MeHee 8 3HaKOB M BKMOYAlOT B ce0HA CTPOYHbIE U
NponucHble BYKBbI, LMPLI U HECKONMBbKO CUMBOJSIOB, TakMe Kak 3HaK
ponnapa, dyHTa, BocKnuuaTenbHbI 3Hak 1 T.n. Hanpumep, $tRONng!;;

4. He BBOAW CBOM NUYHbIE JaHHbIE HA calTax, KOTOPbIM He AoBepsieLUb.

ONeKmMpOHHas noYyma — 3T0 TEXHOSOMSA U NpefoCcTaBnsieMble e YyCnyru rno
nepecobIsike U NOMYYEHUIO 3NEKTPOHHbIX COOBLLEHNI, KOTOpPbIE
pacnpenensTca B KOMNboTepHoU ceTn. OBbIYHO 3NEKTPOHHbIN MOYTOBbLIN
AWK BbIMMSAUT crnegyrowmm obpasomM: MMS_Monb3oBaTens@umMa_LoMeHa.
Takxe Kpome nepefayvu npocToro Tekcra, UMeeTCa BO3MOXHOCTb
nepegasaTb (haunnbl.

OcHoBHbIe coBeThl N0 6e3onacHon paboTe ¢ ANEKTPOHHOM NOYTOMN:
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. Hapo BbiBpaTb npaBusibHbIN NOYTOBLIN cepBUc. B IHTepHeTe ecTb

OrpOMHbIN BbIOOP BecnnaTHbIX MOYTOBbLIX CEPBUCOB, OAHAKO nyylle
AOBEPATb TEM, KOrO 3HaELLUb U KTO MNepBbi B PEUTUHTE;

. He ykasbiBan B nM4HOM noyTe NNYHY0 nHopmauuo. Hanpumep,

nyyuwe BblbpaTb «My3blKanbHbIN _daHaT@» unn «pok2013» BMeCTo
«temal13d»;

. icnonb3ayin aByxaTanHyto aBTopmsaumio. ATo Koraa noMMMo napons

HY>XHO BBOAMWTb KO, Npucbinaembii no SMS;
Bbibepu cnoxHbln naponb. [ns Kaxaoro noYTOBOro silnka aonxeH
ObITb CBOM HALEXHbIA, YCTONYUBLIN K B3NOMY Naporb;

. Ecnun ectb BO3MOXXHOCTbL Hanucatb camMomMy CBOW NNYHbIN BOMpPOC,

MCNONb3yh 3Ty BO3MOXHOCTb;

. Micnonb3yn HECKOMNbKO MOYTOBBLIX AWMKOB. [1epBbin Ans YaCTHOM

nepenuckn ¢ agpecatamm, KOTOPbIM Tbl 4OBEPSi€LUb. OTO 3NTIEKTPOHHbIN
agpec He Hago ucnonb3oBaTb NpU pernctpaumm Ha opymax u
cauTtax;

. He oTkpbiBam gpannbl n gpyrme BnoXxeHns B NMCbMax a)ke eCcrin OHU

NPULLNK OT TBOUX APY3€eN. Jlyylie yTOUYHU Yy HUX, OTNPaBSanu NN OHU
Tebe aTn hannsi;

. Mocne okoH4YaHus pa60TbI Ha NMNo4YTOBOM CepBUCE Nnepen 3akpbliTUeEM

BKITaJ KN C canToM He 3abyab HaxaTb Ha «BbIiTh».

KubepbynnuHe unu seupmyarnbHoe u3desamesibcmeo — rnpecregoBaHmne

coolLLeHnaMHU, cogepxawmmm OCKOp6J’IeHMF|, arpeccuto, 3anyrmBaHue;
XynmraHCTtBo, couunalibHoOe 6OVIKOTMDOBaHMe C NOMOLLBLK pa3JyIM4HbIX
MHTEPHET-CEPBUNCOB.

OcHoBHble coBeThbl Mo 6opbbe ¢ kKMbepOynnMHrom:

1.
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He 6pocaiicsa B 601. Jlyuwmnm cnocob: nocoBeToBaTbCs kak cebs BeCcTu
N €CrnKn HET TOro, K KOMY MOXXHO 06paTUTbCH, TO BHa4are yCrnoKOUTbCS.
Ecnu Tbl HAaYHeLW b OTBeYaTb OCKOPONEHNAMN Ha OCKOpBeHus, To
TONbKO eLle bonbLle pasoxkellb KOHMIIUKT;

Ynpaensam ceoen kubeppenyTtauymen;

AHOHMMHOCTb B ceTn MHUMas. CyLecTBYtOT CNoCcoObl BbIACHUTb, KTO
CTOUT 3a aHOHUMHbIM aKKayHTOM,;

He cTtouT BeCcTu xynuraHcknn obpas BupTyanbHOW XU3HU. HTepHeT
domKcupyeT BCe TBOU AENCTBUSA U COXPaHAET UX. Yaanutb nx éyaer
KpanHe 3aTpyaHUTESbHO;

Cobntogan cBov BUPTYyanbHYO YeCTb CMOMoay;

. VIrnopupyn egnHnyHbin Heratue. O4HOpPa30Bble OCKOPOUTENbHbIE

cooOLeHuns nyywe urHopuposatb. OBbIYHO arpeccuda npekpaliaeTca
Ha HavarnbHOM CTagUMN;

. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOBLLEHNSMU,

B COLMarnbHbIX CETAX €CTb BO3MOXHOCTb BTOKMPOBKMN OTNPaBKU
COOBLLEeHNI C onpeaeneHHbIX aapecos;
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8. Ecnun Tbl cBuaeTenb knbepbynnuHra. TBou 4eNCTBUS: BbICTYNUTb
NPOTMB NpecregoBarternid, nokasarb eMy, 4YTo ero 4encTBus
OLIEHMBAIKTCHA HEraTMBHO, NogaepXaTb XepTBY, KOTOPOU HYyXHa
ncuxosiornyeckasl NOMOoLLb, COOBLWUTL B3POCNbIM O dhakTe
arpeccuBHOro nNoBeAeHNsA B CeTU.

MobunbHbil meneghoH. CoBpeMeHHbIe cMapTdOHbI 1 NNaHLeTbl cogepxaTt
B cebe BnomnHe B3pocCnbii pyHKLMOHAr, N TENEPb OHU MOTYT KOHKYpPUpOBaTb
CO CTauuoHapHbIMK KoMNbloTepamun. OgHaKo cpeacTB 3alluuTbl ANs
No4O06HLIX YCTPONCTB NOKa O4YeHb Maro. TecTupoBaHue N NOUCK
YA3BMMOCTEN B HUX NPOMCXOAUT HE Tak MHTEHCUBHO, Kak ans MK, To xe
camoe KacaeTcs U MOBUNbHbIX MPUMNOXEHNN.

COBpeMeHHbIe MOOUInbHbIE 6pay3epbl YXKe npakTn4eckmn gorHanum
HaCTOJ1bHblE€ aHaJ10I1, O4HAKO paclmnpeHmne d)yHKLI,I/IOHaJ'Ia BrieyeT 3a cobown
6OJ'IbLIJyI'O CIMOXXHOCTb N MEHbLLUYHO 3alUNLLEHHOCTD.

}J,aneKo HE BCE MNpon3BoanTENTN BblMYCKakT obBHOBNEHMS, 3akKpbliBawLwne
KpUtTn4eckmne ya3smMoCcTu Orid CBOUX yCTpOI7|CTB.

OcHoBHble coBeTbl Ans 6e3onacHoCTU MOOUNBHOrO TeJ'IerOHaI

1. Huyero He aBnsaeTca no-HacToswemy 6ecnnatHbiM. Byab OCTOPOXEH,
BeAb Korga tebe npeanaratoT 6ecnnatHbI KOHTEHT, B HEM MOTYT BbITb
CKPbITbI KaKue-TO nraTHble YCIyru;

2. lyman, npexage yem otnpasntb SMS, doTo nnun Bnaeo. Tbl TOYHO

3Haelb, rae oHn ByayT B KOHEYHOM uTore?

Heobxoanmo o6HOBAATL ONEPaLMOHHY0 CUCTEMY TBOEro CMapTdOHa;

Mcnonb3yn aHTMBMpPYCHbIE NPOrpaMmbl A1 MOBUbHbBIX TENEe(OHOB;

He 3arpyxan npunoxxeHns oT HeM3BECTHOIo UCTOYHUKA, BEAb OHU

MOryT cogepXaTb BpegoHOCHOE NporpaMmMHoe obecneveHue;

6. lNMocne TOro Kak Tel BblNAELb C canuTa, rae BBOAWUIT NUYHYIO
MHGOpMaUUIo, 3aamn B HacTporku bpaysepa 1 yganu cookies;

7. lMepuoaunyeckun npoBepsiv, Kakne nnaTtHble YCnyrn akTMBMpPOBaHbI Ha
TBOEM HOMEpE;

8. [aBau cBon HoMep MOBUIbHOro TenedoHa TOMbKO NASAM, KOTOPbIX
Tbl 3HaeLb U KOMY JOBEpPSELLb;

9. Bluetooth gommxkeH 6bITb BbIKIOYEH, KOrga Tbl UM He Nofib3yellbed. He
3abbiBan MHorga NpoBepsATb 3TO.

ok w

Online uepbl — 3TO KpaCoYHble, 3axBaTblBalOLLNE pa3BIievyeHUns,
o0beguHAKLME COTHM ThICSY YenoBeK No Bcemy Mupy. VIrpokn nccnegytot
AaHHbIN UM MUp, obLalTca apyr ¢ APYroM, BbINOMHAKT 3a4aHuns,
CcpaxatTcsl C MOHCTpaMK 1 NoslydatoT onbIT. 3a yAOBOMbCTBME OHM NNATAT:
NOKynawT AUCK, onnadneatoT aboHeEMEHT unn npnobpeTaroT Kakme-To onunu.
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Bce aTn cpeacTBa uayT Ha nogaepkaHue U pasBuTue Urpbl, a Takke Ha
caMy 6e30MacHOCTb: COBEPLUEHCTBYHOTCSA CUCTEMbI aBTOpU3aLmu,
BbIMyCKalTCSA HOBble NaTtyM (LMdpoBbIe 3annaTku Ans nporpamm),
3aKpblBaKOTCH YSI3BUMOCTU CEPBEPOB.

B nogo6HbIX nrpax CToMT onacaTtbCs HE CTOJTbKO CBOMX COMEPHUKOB, CKOJTbKO
Kpa)ku TBOEro naporsisi, Ha KOTOPOM OCHOBaHa CUCTeMa aBTopu3aumm
BonbLINHCTBA UTp.

OcHoBHbIe cOBETLI N0 6€30MacHOCTN TBOEMO UFPOBOrO akKayHTa:

1. Ecnu gpyron nrpok Beget cebs nnoxo unu cosgaet Tede
HeNPUATHOCTK, 3abNOKMPYN ero B CNUCKE UMPOKOB;

2. MNoxanyncs agMMHUCTpaTOpam Urpbl Ha NoxXoe nosBeaeHne aToro

Urpoka, xenaTtenbHO NPUITOXUTb Kakne-To AoKkasaTenbCTBa B BUAE

CKPVHOB;

He ykasbiBan nNuyHyo MHpopmauuio B npodanne nrphbl;

YBaxawn gpyrmx y4aCTHUKOB MO UIPE;

He ycTtaHaBnuean HeoduLmanbHble NaTyn u Moabl;

cnonb3yn cnoxHoble 1 pasHble Naponu;

[axxe BO BpeMsi Urpbl HE CTOUT OTKIOYaTb aHTUBUPYC. [1oka Thbl

nrpaellb, TBOW KOMMbIOTEP MOTYT 3apasuTb.

No koW

QuwuHa unu Kpaxa Jiu4HbIX 0aHHbIX - FIiaBHas Leflb KOTOPOro COCTOUT B
NONy4YeHNN KOHPUAEHUMANbHbBIX 4aHHbIX NONb30oBaTeNen — NOrMHOB U
naponen. Ha aHrnunckom s3bike phishing untaetcs kak dounwuHr (ot fishing—
pblbHaa noens, password— naponb). O6bIYHON KpaXken AeHer n 4OKYMEHTOB
CerogHs y>ke HMKOro He yauBULLb, HO C Pa3BUTUEM UHTEPHET-TEXHOMOMM
3M10YMbILLMIEHHUKM NEPEMECTUNNCL B IHTEPHET, N NPOAOSIXKAOT 3aHMMaTbCA
«NOOUMbIM» OENOM.

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cneawn 3a cBOMM akkayHTOM. Ecnn Tbl nogo3peBaellb, YTO TBOS
aHkeTa 6bina B3rioMaHa, To Heobxoanumo 3abrokupoBaTb €€ n
CoO0LWNTbL aAMUHUCTPaTOpaM pecypca 0b 3TOM Kak MOXHO CKOpee;

2. Wcnonb3yin 6e3onacHble Be6-canTbl, B TOM YNCNE UHTEPHET-
Mara3mHOB U NMOUCKOBbIX CUCTEM,;

3. Vcnonbayn cnoxHble n pasHble naponu. Takum obpasom, ecnu Tebs
B3/IOMAtOT, TO 3/TOYMbILISIEHHMKM NOSTydaT AOCTYN TOMBbKO K OAHOMY
TBOEMY NPOU0 B CETU, @ HE KO BCEM,;

4. Ecnn T1eb4qa B3nomanu, To Heobxoanmo npeaynpeanTb BCEX CBOUX
3HaKOMbIX, KOTOpble AobOaBneHbl y Teds B Apy3bsiX, O TOM, 4YTO Tebs
B3flOManu U, BO3MOXHO, OT TBOEro MeHu byaeT paccblinatbCs cnam u
CCbINIKM Ha (PULLINHIOBbIE CaNThI;
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YcTtaHoBu HagexHbin naposb (PIN) Ha MOGUnbHbIN TeNnedoH;
OTKnNoYM coxpaHeHue napons B 6paysepe;

. He oTkpbiBan dpannbl u gpyrme BnoXxeHus B MMCbMax a)ke ecrin OHU
ApULWIN OT TBOUX Apy3eit. Jlydwe yTOYHM Y HUX, OTNPaBAAn fin OHU
Tebe aTK hannsbl.

No o

Llugbposasi pernymauusi — 3TO HeraTMBHasi UM NO3UTUBHAA MHopMaLmA B
cetun o Tebe. KomnpomeTupytrowasa nHpopmauums, pasmeLleHHasa B
MHTepHeTe, MOXeT cepbe3HbiM 06pa3oM OTPa3nTbLCs Ha TBOEW pearbHON
XU3HKU. «Lndpposas penyTtaumsa» — 3T0 TBOM UMUIXK, KOTOPLIA hopMUpyeTCs
n3 nHpopmaummn o Tebe B VIHTepHeTE.

TBOE MECTO XUTENbCTBA, y4ebbl, TBOE (PUHAHCOBOE NOSOXEHUE,
0COBEHHOCTU XapakTepa n pacckasbl 0 6NM3KMX — BCe 9TO HakannMBaeTCcs B
ceTu.

MHorne nogpoCTKM NEerkoMbICNEHHO OTHOCATCA K Ny6rnkaumm fM4YHON
MHopmMmauum B IHTepHeTe, He NoHMMasi BO3MOXHbIX nocneacTsun. Tol
Aaxe He CMOXellb AgoragaTtbca 0 ToOM, 4YTo dooTorpadus, pasmelleHHas 5
neT Hasapg, crtana npuyYMHOM oTkasa NpuUHATL Tebs Ha paboTy.

KommeHTapuu, pasmewieHne TBomx potorpadpum n gpyrne 4encTBust MoryT
He UCYe3HYTb Jaxe Nnocne Toro, Kak Tbl UX yaanuwb. Tbl HE 3Haelb, KTO
coxpaHun 3Ty nHopmauuio, nonana nn oHa B NOUCKOBbIE CUCTEMbI U
coxpaHunach 1 OHa, a rnaBHoe: YTO nogymaroT o Tebe okpyxatrowiee nan,
KOTOpble HanuayT u yBUOAT 9T0. Hantn nHgopmaumo MHOro neT CnycTs
CMOXeT Ntobon — kak n3 godbpbix NOOYXAEHUIN, Tak N C HAMEPEHNEM
NPUYNHUTL Bpen. ATO MOXET ObITb KTO YrogHO.

OcHOBHble coBeTbl NO 3aWuTe LMPOBON penyTaLmm:

1. MNoagyman, npexge 4em 4Tto-To NnybnmkoBaTb U Nnepenasatb y cebs B
BGrnore nnu B counanbHOM ceTy;

2. B HacTponkax npodunsa yctaHOBW OrpaHNUYeHns Ha NpocMoTp TBOEro
npocuna n ero cogepXxmmMoro, caefian ero ToSbKo «ASA ApYy3eny»;

3. He pasmelyan n He ykasbiBan MHopmauuo, KOTopas MOXeT KOro-
nnéo ockopbnATb nnn obuxaTb.

Asmopckoe npaso

CoBpeMeHHbIe LIKOMbHUKW— akTMBHbIE Nofb3oBaTenu LndpoBoro
npoctpaHcTBa. O4HaKo Aaneko He BCe 3HatoT, YTO NoSib30BaHME MHOTUMM
BO3MOXHOCTSMM LindopoBoro mupa Tpebyet cobntogeHus npas Ha
NHTENNeKTyanbHyt0 COOCTBEHHOCTb.

TepMVIH «KUHTEINJEeKTYyallbHasA COBCTBEHHOCTb» OTHOCUTCA K pa3fiM4HbIM
TBOPEHNAM 4YernoBe4yeCcKkoro yma, Ha4dmHaa ¢ HOBbIX M306peTeHVIIZ M 3HAKOB,
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o603Ha4arLWmnx cO6CTBEHHOCTb Ha NPOAYKTbI U YCNYrn, U 3aKkaH4MBasd
KHUramm, cpotorpaomamum, KWHOPUIbLMaMn 1 My3sblKanbHbIMU
npounsseneHNAMMU.

ABTOpCKME NpaBa — 3TO NpaBa Ha MHTENNeKTyanbHy COOCTBEHHOCTb Ha
Npou3BeAEeHUs Hayku, NuTepaTypbl U UCKyccTBa. ABTOPCKME npaBsa
BbICTYNalOT B KAYECTBE rapaHTUM TOro, YTO UHTENNEKTyanbHbI/ TBOPYECKUIA
Tpyd aBTopa He ByaeT HanpacHbIM, AacT eMy cnpaBeanunBble BO3MOXHOCTU
3apaboTaTtb Ha pe3ynbTaTtax CBOEero Tpyaa, nonyyntb U3BECTHOCTb U
npusHaHue. HukTo 6e3 paspelleHns aBTopa He MOXEeT BOCNPOU3BOAUTL Ero
npou3BeaeHne, pacnpocTpaHsTb, NyOGIMYHO AEMOHCTPUPOBATL, NPoAaBaTh,
MMMOPTUPOBaTb, NycKkaTb B MpokaT, NyGrMYHO UCMOMNHSAT,
nokasblBaTb/UCMNOMNHATb B adpupe unu pasmellatb B MIHTepHeTe.

Mcnonb3oBaHne «nMpaTckoro» nporpaMMHOro obecrnedyeHms MoxeT
MPUBECTU K MHOTUM pUCKaM: OT NOTEPW AaHHbIX K TBOUM akkayHTam [0
GNOKMPOBKM TBOETO YCTPOWNCTBA, IAe YCTaHOBINEHa HeneranbHas
nporpamma. He ctout Takxe 3abblBaTh, YTO CyLLECTBYET NneranbHbie 1
6ecnnaTtHble NPorpaMmMbl, KOTOPbIE MOXHO HaWTK B CETW.

O nopmarne CeTeBUYOK.pth — TBOM rMaBHbIN COBETYUK B CETU. 30€Cb Thbl
MOXeLUb y3HaTb 0 6e30NacHOCTM B CETU MOHATHBIM U AOCTYMHbLIM A3bIKOM, a
NpY BO3HMKHOBEHMN KPUTUYECKOW CUTyaL M obBpaTtutbCsa 3a coBeToM. A
TakXke MPUHATb y4acTue B KOHKypcax MU CTaTb cCaMbiM LINPPOBbLIM
rpaxgaHnHom!

PEKOMEHAYEM
MNonesHble cebinku

https://www.edu.yar.ru/azbuka/ A3byka ungppoBoro mupa.

3HaKOMCTBO C HEOOBATHBIM MUPOM LIMAPOBbLIX TeXHONornm! MNMpocTbim
S3bIKOM O CMOXHbIX Belax! YBrnekaTernbHble KOMUKCHI,
cneunanusanpoBaHHble TPEHAXEPLI N MHTEPECHbLIE Urpbl! Y3Han, 3anoMHu,
npumeHn! Begb NHTepHeT anga pasHbix Bo3pactoB! IHTepHET ans kaxgoro
nonb3osartens!

http://www.saferunet.ru/ Ha cante «LleHTp 6e3onacHoro nHTepHeTa B
Poccun» nonesHas nHpopmaumns ons geten, nogpocTkoB U B3POCIbIX.

http://www.detionline.org/ Cant «[leTn-oHnanH». Ha cante Bbl CMOXeTe
HaNTWU MHOXXECTBO pa3Bfie4YEHNN U UTPOBbLIX MaTepuanos AN pa3BuUTuUs
pebeHka.

https://kids.kaspersky.ru/cateqory/articles/ IHdopmMaunOHHbIN canT
JTabopaTtopun Kacnepckoro
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http://www.ligainternet.ru/encyclopedia-of-security/parents-and-
teachers/parents-and-teachers-detail.php?1D=3652 Jlura 6e3onacHoro
MHTepHeTa: ypokn 6e3onacHoro MIHTepHeTa

https://mBa.pd/Internet_for_kids besonacHbi IHTepHeT — getam. NamaTka
MBL

https://mBa.pd/document/1910260 NIHTepHET-MOLWEHHNYECTBO. MamaTka
MB[L onsa rpaxgaH

Bpowutopa ot ynpaenexusa "K" MBJl PP Ynpasnenue "K" npegynpexgaer:
ByabTe OCTOPOXHbI U BHUMATENbHbI (MHTEPHET-MOLLUEHHNYECTBA)

"[etn B HTepHeTe" Bpowtopa komnaHum MTC — coBeTbl 1 pekoMeHaaumnm
poaAnTENSAM
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